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Security Resources for Intrusion Detection
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Security Resources for Intrusion Detection
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Optimal Allocation of Security Resources

* inject fake data

* introduce interference
e drop packets

e eavesdrop

=~

attacks to devices _ o
encripted communication

* tampering tamper resistant HW

* reprogramming




Optimal Allocation of Security Resources

Defender Strategy: among all possible security resource
allocation plan that make the network secure, choose the one

that minimize:

* Cost

* Energy consumption
* Criticality

* Risk



Optimal Allocation of Security Resources

criticality =4
risk =4




Optimal Allocation of Security Resources

* 1° step: Compute the Pareto frontier by solving a three-objective
optimization problem:

[ Alrjréldl‘[)?{cost(AP),ec(AP),SrpE%) crit(sr, AP)} ]
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Optimal Allocation of Security Resources

- 2° step: Choose the plan that minimize the risk:

min  risk(AP)
APEAPT
\_ J




Optimal Allocation of Security Resources
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Optimal Allocation of SR for Mobile Scenarios

~=~__security resource




Optimal Allocation of SR for Mobile Scenarios

/\_Q

market behavior

X = Ilnvestment
R = investment return

E«[R] = E[RIR < q4(R)]

Sa(x) = E[R] — E4[R]
min S, (x)
subjectto E[R]=u




Optimal Allocation of SR for Mobile Scenarios

Mapping: from economics to the loT domain

e Security resource allocation plan (AP) = investment

* Risk - number of devices not monitored by any SRin AP~ negative return

- Different device configurations (topologies) ©  ~ market behavior



Optimal Allocation of SR for Mobile Scenarios
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E[risk]

Optimal Allocation of SR for Mobile Scenarios

------ triangular lattice - =====-triangular lattice
5, 0E+02 - 5,0E+02 — .
- — - square lattice = = = . sguare lattice
5,0E+01 | creeeeers MAX COVETAGE 5,0E+01 - s MAX COVErage
. ; — = gready
5,0E+00 - T ereedy = 506400 -
W our method
our method =
5,0E-01 - S 50601 -
w
5,0E-02 - I b 5,0E-02 TS e———
5_I'[IE-[.3 | I | | I I I 1 EIGE-{]E I | I I | I I 1
0 500 1000 1500 2000 2500 3000 3500 4000 0 500 1000 1500 2000 2500 3000 3500 4000

cost cost



